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ABSTRACT

This paper considers spectrally efficient and robust wire-

less system design under malicious jamming as well as

unintentional interference. Due to limited spectrum and

lack of a protected physical boundary, wireless systems

are facing much more serious challenges in capacity and

security than wired networks. When transmitted through the

airlink, wireless signals are vulnerable to hostile jamming

and interception. Frequency hopping (FH) system, which

is robust under hostile jamming, was originally devel-

oped for secure communications in military applications.

However, the efficiency of the conventional FH scheme is

very low due to inappropriate use of the total available

bandwidth and transmission collisions. To improve the

system capacity, we develop a space-time coded collision-

free frequency hopping (STC-CFFH) system based on the

OFDM framework. Performance analysis of the proposed

scheme is presented under frequency selective fading and

partial band jamming through both theoretical analysis

and simulation examples. Our analysis indicates that the

STC-CFFH scheme improves the spectral efficiency and

inherent anti-jamming features of conventional FH systems.

Potentially, the proposed spectrally efficient anti-jamming

scheme can be applied directly to military communications

under hostile environments.

I. INTRODUCTION

The technological advancement of wireless communications

has accelerated the demand for high data rate applications

and broadband services. Wireless network designs must

offer high information capacity and mitigate the detrimental

effects of the wireless environment. A primary candidate

to fulfill this task is the orthogonal frequency division

multiple access (OFDMA) scheme [1], [2], which is an

efficient multiple user scheme that divides the entire chan-

nel into mutually orthogonal parallel sub-channels. Each

user is assigned a set of the sub-channels. The OFDM

technique transforms a frequency-selective fading channel

into parallel frequency non-selective fading channels. As

a result, OFDM eliminates the intersymbol interference

(ISI) caused by the multipath environment, and resolves the

complex receiver design problem suffered by conventional

equalizers.

Space-time coding, a technique that exploits antenna

array spatial diversity, can achieve diversity gain without

sacrificing bandwidth. Space-time block codes was first pro-

posed by Alamouti [3] and refined by Tarokh et al. [4], [5].

For frequency selective fading channels, the combination

of space-time coding with OFDM (STC-OFDM) has the

potential to exploit multipath diversity and achieve high

speed high quality transmissions.

Although STC-OFDM promises highly spectrally effi-

cient wireless transmissions, the STC-OFDM system must

co-exist with various forms of jamming to provide reliable

communication. This is especially true for military com-

munication systems, which must be robust under hostile

jamming. Frequency hopping (FH) system is widely used

to mitigate the effects of hostile jamming [6], [7]. In order

to maintain the spectrally efficiently within a frequency

hopping system, the performance of the pseudo random

hopping scheme must not be limited by the collision effect.

In this paper, we present a space-time coded collision-

free frequency hopping (STC-CFFH) scheme based on

the OFDM framework and a secure subcarrier assignment

algorithm. STC-CFFH’s secure subcarrier assignment is

based on the advance encryption standard (AES) to ensure

that: (i) Each user hops to a different set of subcarriers

in a pseudo-random manner at the beginning of each new

symbol period; (ii) At each symbol period, different users

always transmit on non-overlapping sets of subcarriers and

hence are collision-free [8].

In [9], the effect of partial band interference in OFDM

framework is studied and shows partial band interference

can severely degrade the system performance. In this paper,

we analyze the performance of STC-CFFH under partial

band interference environment. The study is carried out

for the conventional FH system, the conventional OFDMA

system, an OFDMA system based on CFFH, and the

proposed STC-CFFH system. Analysis and simulation for

various jamming scenarios demonstrate that STC-CFFH

outperforms traditional FH and OFDMA systems and CFFH

system.

This paper is organized as follows. Section II introduces

the STC-CFFH system. The theoretical pairwise error prob-

ability bound with interference is derived in Section III. The
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Fig. 1. Block diagram of STC-CFFH transmitter

simulation and numerical results are discussed in Section

IV. Finally, in Section V conclusions are drawn.

II. STC-CFFH

In this section, we introduce the core components of

the STC-CFFH system. We first describe the concept of

collision-free frequency hopping, then we discuss the trans-

mitter and receiver design, and finally present the dynamic

subcarrier assignment algorithm based on AES.

A. Collision-Free Frequency Hopping

Assume there are U users in the OFDMA system, which

has a total of K subcarriers {f0, · · · , fK−1}. The idea

is that: at each OFDM symbol period, a specific subset

of the total OFDM subcarriers are assigned to each user,

such that each user transmit on non-overlapping subcarriers.

Assuming that at the t-th symbol, the ith user is assigned a

set of subcarriers Ci
t = {ft,i1 , · · · , ft,iNi

}, where Ni is the

total number of subcarriers assigned to the ith user. For a

given OFDM symbol period, the system is designed in a

way such that

Ci
t

⋂

C
j
t = ∅, if i 6= j, (1)

to ensure there are no collision between the users. Ideally,

for full capacity of the OFDM system, all subcarriers are

assigned to a user such that,

U
⋃

i=1

Ci
t = {f0, · · · , fK−1}. (2)

Each user transmits zeros on subcarriers which are not

assigned to him/her, and hence ensures collision-free trans-

mission among the users. In the following, we will first

discuss the transceiver design, and then explain how the

subcarriers are securely assigned to each user.

B. Transmitter Design

We consider a wireless communication system employed

with nT transmit antennas and nR receive antennas. A block

diagram of the STC-CFFH transmitter is depicted in Figure

1. To explain the STC-CFFH system design, we consider

an Alamouti space-time coded system equipped with two

transmit antennas and one receive antenna. We would like to

point out that the idea of the STC-CFFH system design can

be extended in a straightforward way to space-time codes

with more than two antennas.

Initially, a block of information bits are transformed

into a stream of baseband constellation complex symbols

through a mapper. Then, the space-time encoder takes two

complex symbols x1 and x2 in each encoding operation and

maps them to a code matrix given by

X =

[

x1 −x∗2
x2 x∗1

]

, (3)

where * is the complex conjugate operator. The first row

of matrix X , [x1,−x∗2], will be transmitted from the first

antenna; and the second row [x2, x
∗
1] will be sent from

the second transmit antenna. We now concatenate the STC

block with the OFDM modulator. Note that we are using an

OFDMA system, at each OFDM symbol period, each user

is assigned a specific subset of the total available subcarriers

via the AES secure subcarrier index assignment algorithm.

To ensure collision-free transmission among different users,

each user transmits information symbols only on assigned

subcarriers, and transmits zeros on subcarriers which are

not assigned to him/her. For i = 1, 2, · · · , nT , and k =
1, 2, · · · , K we denote the signal transmitted from the ith

antenna, the kth OFDM subcarrier at the t-th symbol period

as

Xi
t = [xi

t,1, x
i
t,2, · · · , x

i
t,K ]T , (4)

where T is the transpose operator. We define Xt
∆
=

[X1
t , · · · , XnT

t ]T to denote the overall signal vector trans-

mitted through all the antennas in t-th symbol period.

After the OFDM symbols are generated, cyclic prefixes of

length P are inserted in the guard interval and transmitted

through a frequency selective channel of order L. Inter-

symbol interference (ISI), is eliminated by ensuring the

guard interval P satisfies P > L.

The AES algorithm ensures the security of the hopping

system, such that malicious users can not decode the hop-

ping pattern. A detailed description of the secure subcarrier

assignment is provided in Section II-D.

C. Receiver Design

At the receiver, following the cyclic prefix removal, the

received OFDM signal is demodulated using fast Fourier

transform (FFT). For j = 1, 2, · · · , nR, k = 1, 2, · · · , K,

the received signal for the kth subcarrier at jth receive
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antenna is given by

R
j
t,k =

nT
∑

i=1

H
i,j
t,kx

i
t,k + N

j
t,k, (5)

where H
i,j
t,k is the channel frequency response at the t-th

symbol for the path from the ith transmit antenna to the jth

receive antenna corresponding to the kth OFDM subcarrier.

It is assumed that the channel frequency response remains

constant during each OFDM frame (quasi-static) and the

channels between the different antennas are uncorrelated.

N
j
t,k is the OFDM demodulation output for the additive

white Gaussian noise (AWGN) with zero-mean and vari-

ance σ2
N at the jth receive antenna and the kth subcarrier.

Following OFDM demodulation, the secure subcarrier de-

assignment algorithm is applied to separate and extract

the signals of each user. Finally, the signal is space-time

decoded with maximum likelihood decoding and mapped

back into bits by the symbol de-mapper.

D. Secure Subcarrier Assignment

The subcarrier assignment algorithm is based on the ad-

vance encryption standard (AES) [10]. AES is chosen

because of its simplicity of design, variable block and

key sizes, feasibility in both hardware and software, and

resistance against all known attacks [11]. Note that, the

secure subcarrier assignment is not limited to any particular

cryptographic algorithm, but is highly recommended that

only well-known cryptographic algorithms be applied.

The AES algorithm is used to securely select the fre-

quency hopping pattern for each user, such that malicious

users can not determine the frequency hopping pattern. It is

assumed that the transmitter and receiver are synchronized

such that the pair share an initialization vector and a

secret key to successfully implement the secure subcarrier

assignment/de-assignment algorithm. The secure subcarrier

assignment is described in the following steps.

Step 1 A pseudo-random binary sequence is gener-

ated using a 32-bit linear feedback shift register (LFSR),

which is initialized by an initialization vector to ensure

randomness. The LFSR has the following characteristic

polynomial:

x32 + x26 + x23 + x22 + x16 + x12 + x11

+x10 + x8 + x7 + x5 + x4 + x2 + x + 1. (6)

Assuming that the total number of subcarriers is K = 128,
the sequence output is grouped into blocks of length 128

bits. The kth block is denoted as Xk and is used to generate

the subcarrier index for the kth OFDM symbol.

Step 2 The AES algorithm is used to encrypt the

plaintext Xk with a specify 128-bit key. The resulting 128-

bit ciphertext is denoted as {pc0, pc1, · · · , pc127}.

Step 3 Each subcarrier position is represented by

log2(128) = 7 bits. A 1 × 134 vector is formed by cyclic

padding [pc0, pc1, · · · , pc127, pc0, pc1, · · · , pc5]. The vector
is then divided into 128 7-bit groups:

[pc0, pc1, · · · , pc6], [pc1, pc2, · · · , pc7]

· · · , [pc127, pc0, · · · , pc5].

Step 4 For i = 0, 1, · · · , 127, denote P (i) as the decimal
number corresponding to the ith 7-bit vector, such that

P (i) = pci · 2
6 + pc(i+1 mod 128) · 2

5

+ pc(i+2 mod 128) · 2
4 + pc(i+3 mod 128) · 2

3

+ pc(i+4 mod 128) · 2
2 + pc(i+5 mod 128) · 2

1

+ pc(i+6 mod 128) · 2
0.

Note that vector P = [P (0) P (1) · · · P (127)] does not

necessarily contain all the numbers from 0 to 127 and may

contain repeated numbers. To replace the repeated numbers

with the missing numbers:

a) Stack all of the M missing numbers in matrix

P from 0, 1, · · · , 127 into a vector A such that

A = [A(0), A(1), · · · , A(M − 1)].
b) Find the index of each repeated number in P and

stack them to formulate a vector B, such that B =
[B(0), B(1), · · · , B(M − 1)]. Note, the length of

A is equal to B.

c) For j = 0, 1, · · · , M − 1, substitute A(j) for the

B(j)’s entry in P . The updated vector P contains

all the numbers from 0 to 127 and each number

occurs only once.

Finally, assign the subcarriers with indexes

{P (0), P (1), · · · , P (N1 − 1)} to user 1, assign the

subcarriers with indexes {P (N1), · · · , P (N1 +N2− 1)} to
user 2 and so on. Recall that, for user i = 0, 1 · · · , U , the

total number of subcarriers assigned to the ith user is Ni.

III. PERFORMANCE ANALYSIS OF STC-CFFH

In this section, we first introduce the partial band interfer-

ence model, then investigate the performance for the STC-

CFFH system under Rayleigh fading and finally investigate

the STC-CFFH system under Rayleigh fading with partial

band interference.

A. Partial Band Interference Model

In partial band interference, the enemy uniformly distributes

its jamming power I0 over WJ contiguous subcarriers [12].

We denote the jammer occupancy (ρ) as the fraction of
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subcarriers that experience interference as

ρ =
WJ

WSS

< 1, (7)

where WSS is the total spread spectrum bandwidth. The

interference signal J(t) can be modeled as [13]

J(t) =
∑

m∈A

dm(t)ej(ωmt+φm) (8)

where dm is the baseband jamming signal with power I0,

the carrier frequency is ωm, the initial phase is φm and A
is the set of channels that suffer interference.

The received signal for the subcarriers that experience

interference is

R
j
t,k =

nT
∑

i=1

H
i,j
t,kx

i
t,k + N

j
t,k + J

j
t,k, (9)

where J
j
t,k is the interference signal at symbol period t for

the jth receive antenna on the kth OFDM subcarrier. The

signal to interference plus noise ratio (SINR) at the receiver

is represented by

SINR =
Es

N0 + I0
, (10)

where Es is the average signal power, N0 is the noise

power and I0 is the interference power. When the signal is

dominated by interference, the SINR can be approximated

as the signal-to-interference ratio (SIR),

SIR ≈
Es

I0
. (11)

B. Rayleigh Fading

In this section, we analyze the pairwise error probability of

the STC-CFFH system under Rayleigh fading. Assuming

ideal channel state information (CSI) and perfect synchro-

nization between transmitter and receiver, the maximum

likelihood decoding rule of the transmitted signal is given

by

X̂t = arg min
Xt

nR
∑

j=1

K
∑

k=1

∣

∣

∣

∣

∣

R
j
t,k −

nT
∑

i=1

H
i,j
t,kx

i
t,k

∣

∣

∣

∣

∣

2

, (12)

where X̂t denotes the recovered codeword. Note that the

minimization is performed over all possible space-time

codewords.

The pairwise error probability of transmitting Xt and

deciding in favor of another codeword X̂t, given the re-

alizations of the fading channel Ht is given by

P (Xt, X̂t|Ht) ≤ exp
(

−d2(Xt, X̂t)
Es

4N0

)

, (13)

where Ht
∆
= {H i,j

t,k} for i = 1, 2, · · · , nT , j = 1, 2, · · · , nR,

and k = 1, 2, · · · , K. In other words, Ht is a three-

dimensional matrix of size nT × nR ×K that contains the

channel frequency response corresponding to each transmit-

receive antenna pair.

d2(Xt, X̂t) is a modified Euclidean distance between the
two space-time codewords Xt and X̂t, and is given by

d2(Xt, X̂t) =
K
∑

k=1

nR
∑

j=1

∣

∣

∣

∣

∣

nT
∑

i=1

H
i,j
t,k(x̂

i
t,k − xi

t,k)

∣

∣

∣

∣

∣

2

, (14)

where x̂i
t,k is the estimated version of xi

t,k.

Let us define a codeword difference matrix C(Xt, X̂t) as
[14]

C(Xt, X̂t) = Xt − X̂t,

and define a codeword distance matrix B(Xt, X̂t) with rank
rB as

B(Xt, X̂t) = C(Xt, X̂t) · C(Xt, X̂t)
†,

where † denotes the Hermitian of a matrix. Since the matrix
B(Xt, X̂t) is nonnegative definite Hermitian matrix, the

eigenvalues of B(Xt, X̂t) are nonnegative real numbers

[15].

After averaging with respect to the Rayleigh fading

coefficients, the pairwise error probability is upper bounded

by [16]

P (Xt, X̂t|Ht) ≤





rB
∏

j=1

(

1 + λj
Es

4N0

)





−nR

≤

( rB
∏

j=1
λj

)−nR (

Es

4N0

)−rBnR

, (15)

where λj are the eigenvalues of the codeword distance

matrix B(Xt, X̂t).

In the case of low signal-to-noise ratio (SNR), the upper

bound in (15) can be expressed as [14],

P (Xt, X̂t|Ht) ≤

(

1 + Es

4N0

rB
∑

j=1
λj

)−nR

. (16)

C. Rayleigh Fading and Partial Band Interference

In the presence of Rayleigh fading and partial band inter-

ference, the pairwise error probability can be expressed in

terms of the interference power I0 and average signal power

Es. In the case of high SNR, the upper bound in (15) can

be expressed as

P (Xt, X̂t|Ht) ≤

( rB
∏

j=1

λj

)−nR
(

Es

4I0

)−rBnR

, (17)
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where I0 is the dominant degrade factor. In Section IV, the

simulation results indicated that the limiting performance

factor is the interference power I0.

In the case of low SNR, the system is severely degraded

by the interference I0 and noise power N0. From (16), the

upper bound in the presence of Rayleigh fading and partial

band interference can be expressed as

P (Xt, X̂t|Ht) ≤

(

1 + Es

4(N0+I0)

rB
∑

j=1

λj

)−nR

. (18)

At low SINR the diversity gain is low, however at high

SINR the diversity gain becomes noticeable by the STC-

CFFH system.

IV. SIMULATION RESULTS

In this section, we compare the spectral efficiency and

the anti-jamming properties of the proposed STC-CFFH

scheme with the conventional FH scheme as well as the

OFDM system. The performance comparison is carried out

over a frequency selective fading channel with partial band

jamming.

Simulation Example 1: We consider two systems, each

with U =16 users and K = 256 available channels: (i) A

conventional FH system composed of 16-frequency shift

keying (FSK) modulation; (ii) The proposed STC-CFFH

system with 16-quadrature amplitude modulation (QAM)

and Alamouti space-time coding with two transmit antennas

and one receive antenna.

In system (i), each user independently selects its trans-

mission channel, thus collisions are possible. In system (ii),

each user transmit on 16 pseudo-random secure subcarriers,

such that each user transmit on non-overlapping channels.

The ratio of the average signal power to the total interfer-

ence power is defined as SIR and the ratio of the average

signal power to the noise power is defined as SNR.

In Figure 2, the proposed STC-CFFH system and the

conventional FH systems are simulated over frequency

selective fading channel with partial band jamming with

SIR = 0dB. We assume the jammer intentionally interferes

8 fixed channels per user. From the figure, the proposed

STC-CFFH system performs exceptionally better than the

conventional FH system. The conventional FH system is

significantly impaired by the collision effect and hostile

jamming.

In a conventional FH system, the probability that a

collision occurs is given by

Ph = 1− (1−
1

K
)U−1, (19)

where K is the number of available channels and U is the
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Fig. 2. Comparison of the SER performance over frequency selective
fading channel with partial band jamming. Number of channels = 256,

number of users = 16 and SIR = 0dB. In this example, the spectral
efficiency of the STC-CFFH system is at least 16 times higher than the
conventional FH system.

number of active users. It is assumed that all K channels

are equally probable and all users are independent.

Figure 3 depicts the probability of collision versus the

number of users for a conventional FH system. The total

number of channels = 256. From the figure, it can be

seen that the high collision probability severely limits the

number of users that can be simultaneously supported by a

conventional FH system.

Note that in this example, the spectral efficiency of the

proposed STC-CFFH system is at least 16 times higher that

a conventional FH system, assuming both systems use a 16-

ary modulation technique.

Simulation Example 2: The performance of the symbol

error rate (SER) of the proposed STC-CFFH system and

the OFDM systems are evaluated by simulations.

The simulations are carried out over a frequency selec-

tive Rayleigh fading channel with partial band jamming.

An Alamouti space-time coding system with two transmit

antennas and one receive antenna is applied to the pro-

posed STC-CFFH system. We assume perfect timing and

frequency synchronization, as well as uncorrelated channels

for each antenna. The total number of available subcarriers

is K = 256 and the number of users is U = 16; therefore

each user is assigned 16 subcarriers.

We consider the performance of three systems: (i) A

conventional OFDM system, (ii) an STC-OFDM system,

and (iii) the proposed STC-CFFH system. For systems

(i) and (ii), each user transmits on 16 fixed subcarriers.

In system (iii), each user transmits on 16 pseudo-random

secure subcarriers. We assume the jammer intentionally
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Fig. 3. Probability of collision versus the number of users for a
conventional FH system. Number of channels = 256.

interferes 8 contiguous fixed subcarriers per user.

Figures 4 and 5 depicts the SER versus SNR over fre-

quency selective fading with SIR equal to -10dB and 0dB,

respectively. Due to the secure subcarrier assignment, the

proposed STC-CFFH system outperforms the STC-OFDM

and OFDM systems. The pseudo-random secure subcarrier

assignment randomizes each users’ channel occupancy at

a given time, therefore allowing for multiple access over a

wide range of frequencies. We also notice that at high SNR

levels, the performance limiting factor for all systems is

the partial-band jamming. Interference suppression methods

can be included in the system design to further reduce the

affect of jamming, however such methods may complicate

the system design.

In Figure 6, the SER versus the jammer occupancy (ρ)

is evaluated with SNR = 15dB and SIR = -5dB for the

STC-CFFH and STC-OFDM systems. Recall the jammer

occupancy is the fraction of subcarriers that experience

interference. As the jammer occupancy ratio approaches full

jammer occupancy (ρ = 1), STC-CFFH and STC-OFDM

systems increase in SER as expected. However, the STC-

CFFH outperforms the STC-OFDM system at full jammer

occupancy.

Figure 7 depicts the performance of the STC-CFFH

system over frequency selective fading channel with partial-

band jamming. The STC-CFFH system is evaluated under

various SIR levels and under No Interference to serve as

a lower bound in this example. At low SNR levels, the

STC-CFFH system performs close to the No Interference

case. At high SNR and low SIR levels, the performance

of the STC-CFFH system is limited by the partial-band

jamming. However, at high SNR and SIR = 5dB, the STC-
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Fig. 4. Comparison of the SER over frequency selective fading channel
with partial-band jamming. Number of subcarriers K = 256, number of

users = 16 and SIR = -10dB.
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Fig. 5. Comparison of the SER over frequency selective fading channel
with partial-band jamming. Number of subcarriers K = 256, number of

users = 16 and SIR = 0dB.

CFFH is resistant to jamming and performs close to the No

Interference case.

Note: The spectral efficiency of the proposed STC-CFFH

system is the same as the corresponding OFDM system.

V. CONCLUSIONS

In this paper, a spectrally efficient anti-jamming space-time

coded collision-free frequency hopping system is presented

and evaluated in the presence of partial-band jamming. The

STC-CFFH system is based on the OFDM framework and

the secure subcarrier assignment scheme. The secure sub-

carrier assignment ensures at the start of each new symbol
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Fig. 6. SER versus Jammer Occupancy over frequency selective fading
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Fig. 7. SER versus SNR plots for STC-CFFH system over frequency
selective fading channel with partial-band jamming.

period, each user hops to a different set of subcarriers in

a pseudo-random manner and each user always transmits

on non-overlapping sets of subcarriers. The pairwise error

probability is derived for the STC-OFDM system under fre-

quency selective fading and partial-band jamming. Analysis

and simulation examples are provided to demonstrate the

effectiveness of the proposed STC-CFFH system. As an

effort to meet the increasing demand for highly reliable and

capacity reaching wireless communications, the proposed

scheme can be applied directly to commercial and military

applications.
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